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ABSTRACT - This paper focus on continuous-time and discrete-time networked control systems. A full order
fault filter and observer-based fault detection scheme are introduced to generate the residual signal.
New models for continuous-time or discrete-time with faults are established correspondingly, and design
the controller and fault detection filter at the same time, because it will improve the detectability of
the fault and the reliability of the fault detection. The designed residue generator could ensure the
sensitivity of the residual to fault and simultaneously guarantee the robustness of residual signal to the
disturbance signal, and can also detect the occurrence of faults in time. At last, some examples are given to
illustrate the approaches are feasible.
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I  INTRODUCTION

Networked Control System (NCS) is a control system composed of sensors, controllers and actuators
and other components connected through a network [1]. For NCS, failures are inevitable. The occurrence of
failure will reduce the performance of the system and even make the system unstable. Detecting the occurrence
of failures in a timely and accurate manner is crucial to improve the security and stability of the system [2]. In
recent years, NCS fault detection has received more and more attention. For example, [3] studied a class of
network-based robust fault detection problems for uncertain discrete-time T-S fuzzy systems with random
mixed delay and continuous packet loss. For a networked predictive control system with random network
induced delay and clock asynchrony, [4] proposed a fault detection and compensation method. In [5], a robust
fault detection problem based on full-order filters is studied for discrete systems with norm bounded
uncertainties and state delays. Literature [6] studies the problem of fault detection in network control systems
with uncertain network induced delays. Literature [7] discusses the problem of fault detection in networked
control systems for discrete-time systems.

Because of its simple installation and maintenance, low cost, high reliability and other advantages, the
network control system has been widely concerned. Its complexity and degree of automation have become
higher and higher with the continuous development of science and technology. This will increase the production
efficiency and reduce the production cost. At the same time, it will increase the possibility of system failure. The
reliability, maintainability and safety of these large-scale systems are extremely important. Fault detection
technology has opened up a new path for improving system maintainability and reliability. However, due to the
intervention of the network, traditional fault detection methods cannot be directly applied to the research of
network control system fault detection. This is a challenge and opportunity for network control system research

[8].

In addition, in many existing network control systems, due to the limitation of communication
bandwidth and nodes, only some actuators and sensors can obtain communication authority. Literature [9]
considers the problem of communication restrictions in discrete-time network control systems. For the fault
detection problem of continuous-time network control systems, how to improve the sensitivity of the fault
detection system to fault signals considering the communication limitations is another starting point of this

paper.
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Considering sensor-to-controller network induced delays and data loss, as well as controller-to-actuator
communication constraints, this paper studies the design of fault detection filters for continuous-time network
control systems. By defining suitable Lyapunov functionals and using convex analysis methods, a new design
criterion for fault detection filters is proposed.

This section focuses on continuous-time network control systems with network-induced delays, data
loss, and communication limitations. It investigates the problem of data loss and delay between sensors and
controllers and communication limitations between controllers and actuators. Stick fault detection problem.
Firstly, a control system model with corresponding network characteristics is established, an observer-based
fault detection filter is constructed to generate a residual signal, and a corresponding continuous-time residual
dynamic system is established. By defining suitable Lyapunov functionals and using convex analysis methods, a
new design rule for fault detection filters is proposed. Theoretical analysis shows that the proposed fault
detection filter design criteria are less conservative. The designed fault detection filter not only ensures the
residual system's sensitivity to faults, but also guarantees the robustness of the external disturbance input to the
system. Numerical examples verify that the method proposed in this section is feasible.

Il PROBLEM FORMULATION
In this paper: R™ denotes an n -dimensional Euclidean space; R™*™ denotes an n X m real matrix; | and
0 denotes an identity matrix and a zero matrix with appropriate dimensions, respectively; * denotes an item that
is omitted from the symmetrical part of the matrix.
Consider the following continuous-time controlled objects
x(t) = Ax(t) + Bu, (t) + E1d(t) + E5f (t) L
3 () = Cx() @
where x(t)eR™, u, (t) €R”, y, (t)eR™, the system status, control input, and measurement output are d(t)eR?
for system disturbances and d(t)eL,[0,), f(t)eR* fault signal, A, B, C, E;, E, it is a known real matrix
with appropriate dimensions.

A typical closed-loop network control system is shown in Figure 1. Due to network congestion and other
unpredictable network conditions, network-induced delay, data loss, and communication restrictions may exist
at the same time. Therefore, this section investigates the network-induced delay and data packet loss between
the sensor and the controller, as well as the problem of communication restrictions between the controller and
the actuator. Below, several assumptions about the network are given:

Assumption 1. The sensor is clocked and the sampling period is h. The controller and actuator are event driven.
Assumption 2. The network-induced delay between sensor-to-controller is 7, which is time-varying and bounded
(can exceed the length of one sampling period). The upper bound of the number of continuous packet loss is 3.

> Actuator > C-D_ntmlled Sensor/C ontrgller
object (Fault Detection)

Y

The internet

Figure 1. The illustration of fault detection for NCSs

The modeling of the system is described as follows: For the system (Figure 1), if the time delay and
packet loss of the sensor-to-controller and controller-to-actuator networks are taken into account as well as the
sensor-to-controller communication restrictions, the residuals Producing a model of the system can become
quite complex [10]. Therefore, this section only considers the sensor-to-controller network-induced delay and
data loss, as well as the controller-to-actuator communication constraints.

First, consider the sensor to the controller of the network-induced delay and data packet loss.
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It is assumed in ty, tyyq, ..., (k = 0,1,2,...), y, (t) been successfully sampled and transmitted to the
fault detection filter, and in the t; and ¢t ,; between the sampling data in the event of packet loss. In t, assume
that the sensor sampling of the measurement output signal transmitted through the network to the fault detection
filter time required for ), wherein T e[t,,, Ty ). Then, in te[t, + Ty, tpq + Tep1)

Yo (6) = y, (&) = Cx(ty) (2
Definition t(t) = t — t, then t(t)e[t,,, 1), 71 = (6 + 1)/% + 1), Wherein § for continuous packet loss the
number of upper bound, / is the sampling period length. Then, when te[t, + T, tys1 + Tres1)
yp (t) = yp (tk) = yp (t - T(t)) (3)
For the above considered system (1), an observer-based continuous-time fault detection filter is constructed as
follows.

£(6) = A2(6) + Ba(t) + L (y,(6) = 3(0))

y(t) = Cx(t)
A = K2(t) *)

\ r®) =V (3,0 -9®)

where X (t), 4(t), y(t) respectively, for the fault detection filter of the state, control input and measurement
output; L, V is to design the fault detection filter gain matrix; K is to design The controller gain matrix; r(t) for
the residual signal.

Considering y, (t) is sampled and transmitted over the network to the fault detection filter. So when te[t, +
Tk, th+1+7k+1 time, formula (4) in ypt=ypt— 1zt

Consider the following network control system controller-to-actuator communication constraints [11].

When there is a communication restriction between the controller and the actuator, assume that the shared
communication medium can provide W, (1 < W, < r) controller to actuator communication channel. At any
time, 4(t) only in W, the amount of control can be transmitted over the communication channel, the rest of the
components that do not have communication rights are discarded. Define binary variable 6;(i = 1,2, ...,r) for
i(t) in the first i one of the elements of the medium access status, that 6;e{0,1}, wherein ‘7’ indicates
successful transmission, ‘0’ indicates the failed transmission. When 8; = 0, the actuator will be ignored #(t) in
the first i elements, and with ‘0’ instead of the first i one of the elements of the value. At this time
w, (t) = Wyi(t) = WyKx (t) (5)
in the formula Wy = diag(6,,0;, ...,6,),wherein 9, =0o0r 9, =1, (i = 1,2, ..., 7).

Define the state error e(t) = x(t) — X (t), residual error 7, (t) = r(t) — f(t), then by the formula (1)-(5)
to obtain the augmented system.

{f(t) =A@ +BE(t—t(1)) + Ew(t) ®)
1,(t) = C&(0) + DE(t — (1)) + Fw(t)
The formula
@) =[e"(@®) x" (O], w®) =[d"(t) fT®)]"
Q- [A—LC—BW9K+BK LC+BW6K—BK]
—BW,K A+ BW,K
= [0 —LC =_[E1 Ex A
B = [o 0 ] E= [51 Ez], ¢ =[vc —vcl,
D=1[0 vc], F=[0 —1]

The robust fault detection filter designed in this section can be solved by transforming it into the following
problem: Under zero initial conditions, the filter constructed by equation (4) above is to make the augmented
system (1) asymptotically stable. , and meet the performance criteria shown in formula (6):

I Oll2 < yllw(®)ll2 ()

Is given by the following residual evaluation function and threshold value for fault detection.

Based on the designed residual production system, the following residual evaluation function is defined:
1

J@) = (f; 7 (S)r(s)ds)’ (8)
Select the following threshold function [12]
Jy= sup J(r)
alf|ely, f(f)=0
e ©)

The fault detection logic is as follows
J(r) > ]y = fault
J(r) <], = no fault
(10)
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111 MAIN RESULTS
In this section, a new fault detection filter design criterion is given by defining an appropriate Lyapunov
functional and using convex analysis methods.
Theorem 1. for a given scalar 7,,,, 7y, 8 and /4, a sufficient condition for the augmented system (1) to be
asymptotically stable and has an H,, performance index y is the existence of a symmetric positive definite

matrix W, Q1, Q,, R1, R,, matrix K, L, V, make the following formula true.

[17111 H12] (11)
Iy,

wcT =C™N (12)

wherein

I, = ﬁ_~ﬁi: i=12, I, = A, A, A, ~
I, = diag{‘[;zz(Rl - 2)’)' (t1 — Tm)_z(Rz - 2)’): —yI}

and
rn R, Hi 0 E]
~ 0, R 0
e * Q. R 0 |
| * * % §44 0 |
l * * % * _VIJ
Br =R, Ba=JiRo)o,
A=[HT 0 HJ 0 ENT
A,=[H] o H] o FI"
and

Qi1 = Hy+HT+Q:+ Q,— Ry, Oy = —01— Ry — R,
Q33 = —2R;, Q44 = -0, — Ry,
Li=[0 0 1 -1 0], ,=[0 I -1 0 O]

°o— wAT — c"L — Kw]B" + KBT —Kw/] BT
'"| C¢"L+Kw]B" —KB" WAT + Kw,] B"
_[-¢c'L o _l[cv _ W 0
Hy = [ ] Hy = [—CTV [CTV] w

And the filter gain matrix L = LI'N~T, v = V'NT, controller gain matrix K = KTW~T.
Prove: Construct the following Lyapunov functional
3

V(£ = ) Vit§) (13)
i=1

wherein

Vi(t,é) =¢ Tt(t)Ps‘r () t
V(6,6 = f F()QEE)s + [ ET(8)0:8(s)ds

t—Ty, t—71
t

0 —Tm rt
Vi(t,6) = 1y, j £ ()R, EO)dBds + (1, + 1) j £7(6)R,E(6)dOds
—Tm Yt+s —-T1 t+s

P,Q:,0Q2, R, R, it is a symmetrical positive definite matrix with proper dimensions. For the system (1),
V(t,&,) the time derivative is
Vi(t,&) =287 ()PE(t) = 28T (1)PAE(r) +287 (1) PBE(t — 1)) + 28" ()PEw(2)
Va(t, &) = &) (Q1 + Q)E() = &M (t — 1,0) Q18 — 1) — &7 (t — 1) Q8 (t — 71)
Va(t, &) = ET (OO =t [, ET(OR1EOIA — (11 =) [, ET(OIR(6)d0
wherein ® = 12 R; + (11 — T,n)*R,.
Available from Jensen inequality ™

1, j £ (0)R,E(8)dB < —[£(t) — £t — rm)]TR1 [£(E) — £(t — 7)] -
(=) f " OREO) = —(11 —7©) [ EOREO)dO

t—1(t)
t—T;,

—(T(0)=1n) §T(6)R,§(6)d0

t—1(t)
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t—1(t)
—(71 — (D)) ET(O)R,€(0)db
t—(t) !
—(@() 1) ) §T(O)R,€(6)db
Define scalar p = (z(t)—1,,,) /(71 — T,n), the above forn;ula is simplified to
t—(t)
—(@®)—1m) : ET(OIR,E(0)d6 < —pET ()JT R J (1) (14)
—(1 —(®) _(";5‘7 (0)R,E(0)d0 < —(1 — p)ET(O)JTR,JE() (15)
And
t—(t)
(0 -1®) [ FOREO10 <~ ORI (16)
—a®-t) [ EOREB)dO < —E O R ED 7
t—7(t)

Where &(t) is the same as in (18), and
Ji=[0 0 I —-I 0] L=[0 1 -1 0 0]
Consider the system(1) and V (¢, &) the time derivative, can be obtained

V(t, &) +y i (O @) — yo' Dw®) < EMO[pr + (1 = p)ra]é(E) (18)
Wherein
EB)=[ET@) &(t—1,) t-1@) &t-1) O]
; k1 = {1+ E)— By, kK =(I1+E)—p,
an

E= 0100, +y 030, By =/{Ro)s, B2 =JiRo)a
Qi =A"TP+PA+ Q1+ Q= Ry, Qpp = —=Q1 — Ry — Ry, Q33 = —2R5, Q44 = —Q2 — Ry
®,=[A 0o B 0o Ell. ©®=I[C o D o Fl
Ji=[0 0o 1 -1 0, J,=[0 1 —-I 0 0]
By a scalar p the definition shows that pe[0,1). Convex analysis method, px; + (1 — p)k, is convex, when
K1 < 0,k <0, we can get px; + (1 — p)k, < 0, this ensures that
V(t,&) +y ' (O () —yo' (Dw(t) <0 (19)
In addition x; < 0,k, < 0 is equivalent to the following inequality group

N+=-5<0
{H+:—,82<0 (20)
The schur complement theorem, formula (19) can be equivalently described as
Hil HlZ]
21
" ] <o (21)
Wherein

M, =0-4, i=12
O =[Ar Ap 4]
My, = diag{~7,*Ry", —(t1 — 1) °Ry", —vI}
Matrix I1, 8; with the previously defined matrix is the same, and
M=[A 0 B o EI' 8=[C 0 D o FI
Assumed P = [‘g 2] Pl = [g S‘(l)]’ and there is a matrix N that satisfies S™1CT = CT N. Respectively, the

formula (21) the left multiplication, right multiplication matrix diag {P‘l, P70 I} and its transposition.
4 4
Definition S~ = W,P~1Q,P~' = Q;,P"'R,P~' = R,,
WK" =K, NL" =L, NVT =V. Considering —R;* < P7'R,P~1 —2P~1, we can conclude that when the
formula (11) and (12) holds, IT + E — 8; < 0 also true, this also ensures that formula (19) holds.
By H,, performance definition, when w(t) = 0, theorem 1 the fault detection filter guidelines to ensure that
the system (1) asymptotically stable, when w(t) # 0, |7, (t)|l, < yllw(t)||,. Therefore, when the formula (11)
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and (12) are satisfied at the same time, system (1) is asymptotically stable and has an H,, performance index y.
Theorem 1 is proved.

Notes 1. Using the convex analysis method, Theorem 1 proposes a new design criterion for fault detection
filters. The literature [14] proved that the convex analysis method can guarantee less conservativeness.
Therefore, compared with the results without considering the convex analysis method, the design criteria of the
fault detection filter proposed in this section are less conservative.

IV NUMERICAL EXAMPLE
This section will illustrate the effectiveness of the proposed method through simulation examples. Consider
the continuous-time system (1) with a parameter matrix of
A= [04 =05 _[0.5

0
B ?.1 0 —0.2V 037_ 0.2 —0(.)2}'
C_[o ' El_[os]' EZ_[O.Z]
Suppose h = 1s,t,, = 0.05s,ty, = 0.3s,8 = 3, controller to the actuator between the presence of
communication limitations, we assume that the W, will be at Wy, = diag(1,0) and Wy, = diag(0,1) between
the random switch. Use this section to propose a to design robust fault detection filter, get a Filter parameter
matrix as follows:
when Wy, = diag(1,0) time, ¥,,;, = 1.0188,
K. = [—6.6069 3.5843 L. = 0.6069 0.0689
17119660 056560 ' l0.1441 0.2374)
V1 =[-0.0053 0.0010]
when Wy, = diag(0,1) time, y,,;,, = 1.0327,
K, = [—1.5865 1.8787 _[0.0907 —0.1243
2 —13.9012 14.9379) 0.1648 —0.0715F
V, =10.0020 0.0000]
Assume that the initial state of the augmentation system (1) is £0)=[0.3 -0.3 0.8 1]", within a limited time
interval [0,3], external disturbance signal is taken as a sine wave signal with amplitude 1 (Figure 2), assume that
the system fails between 0.5s and 1.5s, and the fault signal is Gaussian white noise (Figure 3).
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Figure 2. Residual signal

conl — 4
— 104

o os 0 13 2 s 1 - :
Tvek Toen

Figure 3. Residual evaluation function
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Figure 2 shows the output of the residual error detection filter when there is a fault signal. Figure 3
shows the variation curve of the residual error evaluation function when there is a fault and no fault. As can be
seen from figure (3), the fault detection filter designed in this section can quickly detect the occurrence of a fault
and has good robustness to external disturbances.

V CONCLUSION

This paper addresses the problem of fault detection for a continuous-time network control system
where the sensor-to-controller network-induced delay and data packet loss and controller-to-actuator
communication limitations exist. On the basis of fully considering the network-induced characteristics, an
observer-based fault detection filter is used to generate a residual signal. Based on this, a fault detection model
of a continuous-time network control system is established. Using convex analysis method, a new design rule
for fault detection filter is proposed. The designed fault detection system not only ensures the residual's
sensitivity to the fault, but also ensures the robustness of the disturbance input to the system. A numerical
example verifies that the fault detection method proposed in this section is effective.
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