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Abstract

Social engineering represents one of the most significant cybersecurity threats of the digital era, relying on
psychological manipulation rather than technical exploitation to deceive individuals into divulging confidential
information or performing actions that compromise their security. High school students, who are among the most
active users of digital technologies, are particularly vulnerable to such attacks due to their developmental stage,
limited experience with deceptive tactics, and high levels of social media engagement. This research article
examines the nature and scope of social engineering attacks targeting adolescents in secondary education,
investigates the psychological and social factors that render this demographic susceptible to manipulation, and
analyzes the academic, psychological, and social consequences of falling victim to such attacks. Drawing on a
comprehensive review of 50 scholarly sources, the article further explores evidence-based prevention strategies,
school-based cybersecurity education programs, and the roles that educators, parents, and policymakers must
play in protecting young people in the digital environment. Findings suggest that multi-layered interventions
combining awareness training, critical thinking development, parental guidance, and institutional policy are
essential to effectively mitigating the risks posed by social engineering to high school students.
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L Introduction

The rapid proliferation of digital technologies and internet-connected devices has fundamentally
transformed the lives of adolescents worldwide. High school students today are digital natives, seamlessly
integrating smartphones, social media platforms, online gaming, and e-learning tools into their daily routines.
While this digital fluency offers numerous educational and social benefits, it also exposes young people to a wide
array of cybersecurity threats, among which social engineering stands out as particularly insidious and pervasive.
Social engineering, broadly defined as the use of psychological manipulation to deceive individuals into taking
actions or divulging information that serves the attacker’s interests, has become a dominant vector for cybercrime
[1]. Unlike traditional cyberattacks that rely on exploiting software vulnerabilities or deploying malware, social
engineering targets the human element of security—exploiting cognitive biases, emotional responses, and social
dynamics to bypass technical defenses [2]. The consequences for victims can be severe, ranging from identity
theft and financial fraud to emotional distress and reputational damage.

High school students occupy a uniquely vulnerable position in the landscape of social engineering targets.
Adolescence is a developmental period characterized by heightened social sensitivity, identity formation, and a
desire for peer acceptance—psychological characteristics that skilled social engineers can exploit with relative
ease [3]. Furthermore, research indicates that young people often overestimate their ability to identify deceptive
online content while simultaneously underestimating the sophistication of modern social engineering campaigns
[4]. Despite the growing recognition of cybersecurity as a critical life skill, cybersecurity education in secondary
schools remains inconsistent and often inadequate. Many school curricula focus primarily on technical skills such
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as coding or software use, neglecting the critical thinking and security awareness competencies needed to
recognize and resist social engineering attempts [5].

The present article aims to provide a comprehensive examination of the impact of social engineering on
high school students. It begins with a conceptual overview of social engineering, tracing its definitions, typologies,
and key techniques. It then examines the specific vulnerabilities of the adolescent population and the documented
impacts on their academic performance, psychological well-being, and social relationships. Finally, it reviews the
evidence base for prevention and awareness programs, offering practical recommendations for schools, parents,
and policymakers. By consolidating current knowledge from diverse disciplinary perspectives—including
cybersecurity, psychology, education, and criminology—this article seeks to inform more effective responses to
a growing and evolving threat.

II.  Defining Social Engineering

The term “social engineering” has been used in various contexts, but within the field of information
security it refers specifically to the manipulation of human psychology to gain unauthorized access to systems,
data, or physical spaces [6]. Had Nagy [1] defines social engineering as “any act that influences a person to take
an action that may or may not be in their best interest.” This broad definition encompasses a wide spectrum of
deceptive practices, from simple pretextual phone calls to elaborate multi-stage campaigns involving forged
credentials and impersonation. Unlike conventional cyberattacks, social engineering exploits the predictable
patterns of human behavior rather than technical flaws. Cialdini’s foundational work on the psychology of
influence identified six key principles—reciprocity, commitment, social proof, authority, liking, and scarcity—
that are frequently weaponized by social engineers [7]. By strategically invoking one or more of these principles,
attackers can manipulate even technically sophisticated individuals into making security-compromising decisions.

While the term itself is relatively recent, social engineering tactics have been employed throughout
history in espionage, confidence schemes, and fraud. In the context of information security, social engineering
was prominently brought to public attention by Kevin Mitnick, arguably the world’s most famous hacker, who
revealed in his memoir that the majority of his intrusions were accomplished not through technical hacking but
through skillful manipulation of employees [2]. Since then, the field has evolved dramatically alongside the rise
of the internet and social media, giving social engineers unprecedented reach and new tools for research and
impersonation. Contemporary social engineering campaigns are frequently sophisticated, well-researched
operations that may involve weeks of preparation, open-source intelligence gathering, and customized
psychological profiling of targets [8]. The rise of social media has been particularly impactful, as platforms like
Instagram, TikTok, Snapchat, and Discord—all heavily used by high school students—provide attackers with
detailed personal information that can be exploited to craft highly convincing deceptive communications.

I11. Types and Techniques of Social Engineering

Phishing is among the most prevalent forms of social engineering, involving the dispatch of fraudulent
communications—typically emails—that appear to originate from reputable sources in order to induce recipients
to reveal sensitive information or click malicious links [9]. Spear phishing is a more targeted variant in which the
attacker personalizes the communication based on detailed knowledge of the target, dramatically increasing its
effectiveness [10]. For high school students, phishing attacks often masquerade as messages from gaming
platforms, social media services, educational institutions, or attractive offers for free content. Research by Parsons
et al. [11] found that phishing emails employing authority cues and urgency messaging were significantly more
successful than generic attempts. These findings have direct implications for adolescent targets, who may be
especially susceptible to messages appearing to come from authority figures such as school administrators,
platform operators, or even law enforcement.

Pretexting involves the creation of a fabricated scenario (the “pretext”) designed to extract information
from the target [12]. In practice, this might involve an attacker posing as a school IT technician needing a student’s
login credentials, or a fake representative from a prize-awarding organization requesting personal details.
Pretexting exploits the human tendency to comply with requests when they are accompanied by a plausible and
legitimate-seeming context.

Baiting attacks leverage the target’s curiosity or greed, offering something enticing in exchange for an
action that compromises their security [13]. Physical baiting might involve leaving infected USB drives in school
corridors or libraries, while digital baiting might offer free downloads of popular music, games, or academic
resources. High school students, who frequently seek free access to entertainment and educational content, are a
natural target for such tactics.
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Voice phishing (vishing) involves manipulative phone calls, while smishing uses SMS text messages
[14]. Both modalities are increasingly used against young people. A smishing attack might present itself as a
notification from a popular social media platform warning of an account breach, directing the student to a
fraudulent website where credentials are harvested. The proliferation of mobile phone use among adolescents—
with studies showing that many teenagers check their phones hundreds of times per day—makes these channels
particularly effective [15].

Social media platforms present unique social engineering opportunities. Attackers may create fake
profiles to befriend targets, establishing trust over time before exploiting the relationship for information or access
[16]. They may also exploit publicly shared information to personalize attacks, use peer pressure dynamics to
encourage unsafe behavior, or spread disinformation designed to provoke specific emotional and behavioral
responses. Jagatic et al. [17] demonstrated that phishing attacks exploiting social network connections were
dramatically more successful than conventional phishing, with click-through rates as high as 72%.

Iv. Psychological Vulnerabilities of Adolescents

The adolescent stage of development creates specific psychological vulnerabilities that social engineers
can exploit. Adolescence is characterized by ongoing development of the prefrontal cortex—the brain region
responsible for impulse control, risk assessment, and long-term planning—meaning that teenagers are
neurologically predisposed to impulsive decision-making and risk-taking behavior [18]. Social engineers who
create urgency or emotional arousal in their communications can effectively bypass the slower, deliberative
cognitive processes that would otherwise evaluate the legitimacy of a request. Identity formation is another key
developmental process during adolescence. Young people are actively constructing their sense of self, exploring
social roles, and seeking validation from peers and authority figures alike [19]. This makes them particularly
susceptible to appeals to social proof, authority, and belonging—three of the most potent tools in the social
engineer’s arsenal.

Despite their extensive use of digital technologies, research consistently shows that adolescents tend to
overestimate their ability to identify online deception [20]. This “digital overconfidence” paradox—in which high
levels of technology use are mistaken for high levels of security awareness—may actually increase vulnerability
by reducing the vigilance that would lead young people to question suspicious communications. Workman [21]
found that overconfident users were significantly less likely to recognize phishing attempts, a finding with direct
implications for adolescent cybersecurity education.

The intense peer orientation of adolescence creates social dynamics that can be weaponized by social
engineers [22]. Students may be manipulated into sharing credentials or personal information through appeals to
peer belonging, threats of social exclusion, or the exploitation of romantic interests. Online environments, where
social cues are limited and deception is easier to maintain, amplify these dynamics considerably. Cyberbullying
and romance scams targeting teenagers often employ social engineering tactics, demonstrating the intersection of
psychosocial manipulation and cybercrime.

Adolescents are socialized to comply with authority figures, a disposition that social engineers exploit
through impersonation of teachers, school administrators, platform operators, and law enforcement [23]. Research
by Bullee et al. [24] demonstrated that authority-based social engineering attacks achieved significantly higher
success rates than those relying on other persuasion principles. For high school students who are accustomed to
receiving instructions from adults and institutional authorities, such attacks can be particularly effective.

V. Impacts on High School Students

The academic consequences of social engineering victimization can be both direct and indirect. Directly,
students may experience theft of academic credentials, allowing attackers to access learning management systems,
submit fraudulent work, or compromise examination integrity [25]. Indirectly, the psychological aftermath of
victimization—including stress, anxiety, and loss of trust in digital systems—can impair concentration,
motivation, and academic performance. Research on the educational impact of cybercrime victimization suggests
that affected students may experience measurable declines in academic achievement, particularly when the
incident involves public exposure or social humiliation [26]. The increasing use of online learning platforms and
digital resources in contemporary high schools creates additional vulnerabilities. Students’ accounts on these
systems may contain sensitive personal information, assignment histories, and communication records that could
be exploited for blackmail or identity fraud. The COVID-19 pandemic’s acceleration of remote learning
dramatically expanded the attack surface for social engineering targeting students, a trend that has persisted in the
post-pandemic hybrid learning environment [27].
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The psychological impact of social engineering victimization on adolescents can be severe and long-
lasting. Victims frequently experience a range of negative psychological outcomes including anxiety, depression,
paranoia, shame, and post-traumatic stress symptoms [28]. The experience of being deceived and manipulated
can undermine trust in others more broadly, contributing to social withdrawal and difficulties in forming authentic
relationships. Adolescents, whose sense of identity and self-worth is still developing, may be particularly
vulnerable to the shame and self-blame that often accompany victimization. When social engineering attacks
result in the exposure of private information or images—as in sextortion attacks, which frequently target
teenagers—the psychological consequences can be catastrophic [29]. Research documents cases in which such
exposure has led to severe depression, self-harm, and suicidal ideation among adolescent victims. The
combination of public humiliation, loss of privacy, and perceived permanence of digital exposure creates a
uniquely devastating form of victimization for young people who are just beginning to establish their social
identities.

Social engineering attacks often result in the theft or manipulation of social media accounts, enabling
attackers to impersonate victims, spread disinformation, or access private communications [30]. For high school
students, whose social lives are heavily conducted through digital platforms, account compromise can have
devastating social consequences. Reputational damage resulting from impersonation or the exposure of private
communications can lead to bullying, social ostracism, and lasting damage to peer relationships. Financial
consequences, while often less prominent in discussions of adolescent cybervictimization, are also significant.
Students may be manipulated into sharing payment information, making fraudulent purchases, or participating in
money mule schemes, resulting in financial losses that affect not only the student but also their families [31]. The
FBI’s Internet Crime Complaint Center reported that younger victims, including teenagers, are increasingly
targeted by fraud schemes leveraging social engineering tactics [32].

VI Prevention and Awareness Strategies

The most direct institutional response to the threat of social engineering is the integration of
comprehensive cybersecurity education into school curricula. Effective cybersecurity education for high school
students goes beyond basic digital literacy to encompass critical thinking skills, threat recognition, and practical
security behaviors [33]. Research evaluating school-based cybersecurity programs suggests that well-designed
interventions can significantly improve students’ ability to recognize social engineering attempts and respond
appropriately [34]. Tschakert and Watkins [35] argue for a dual approach that combines formal curriculum content
with informal, experiential learning opportunities such as cybersecurity competitions, capture-the-flag events, and
simulated phishing exercises. The latter approach—using controlled simulations to expose students to realistic
social engineering scenarios—has shown particular promise in developing practical recognition skills while
providing immediate feedback and learning opportunities. However, such simulations must be carefully designed
and conducted ethically to avoid causing unnecessary distress or stigmatization of those who fall for the exercise.

A fundamental component of effective social engineering prevention is the development of critical
thinking and media literacy skills that enable students to evaluate the authenticity of digital communications [36].
This includes training in source verification, recognition of urgency and fear-based manipulation tactics,
understanding of common deception techniques, and awareness of the information that social engineers can glean
from social media profiles. Media literacy education that addresses the specific characteristics of social
engineering—such as appeals to authority, artificial urgency, and emotional manipulation—is particularly
relevant for the adolescent population. Research by Salahdine and Kaabouch [37] emphasizes the importance of
teaching students to pause and verify before acting on unexpected requests, particularly those involving the
sharing of personal information or credentials. This “stop, think, connect” approach, promoted by the National
Cyber Security Alliance and similar organizations, provides a simple but effective cognitive framework that can
interrupt the automatic compliance responses that social engineers seek to trigger [47].

While human awareness is essential, technical safeguards play an important complementary role in
protecting students from social engineering attacks [38]. Schools and educational technology providers should
implement robust email filtering systems capable of detecting phishing attempts, multi-factor authentication for
all student accounts, and clear procedures for reporting suspected social engineering incidents. Privacy settings
on school-managed devices and accounts should be configured to minimize the information available to potential
attackers. The principle of least privilege—ensuring that students have access only to the systems and information
they need for legitimate academic purposes—can limit the damage caused if an account is compromised through
social engineering [39]. Similarly, regular security awareness communications from schools can help establish a
culture of vigilance, normalize reporting of suspicious incidents, and provide students with current information
about emerging threats targeting their demographic.
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Parents play a crucial role in protecting high school students from social engineering threats. Research
indicates that open communication between parents and teenagers about online safety is associated with lower
rates of cybervictimization [40]. Parents who maintain awareness of their children’s online activities, discuss
potential threats without judgment, and establish clear family norms around digital security can significantly
reduce vulnerability. Family-based interventions should address both the technical aspects of online safety—such
as privacy settings, password management, and two-factor authentication—and the psychological dimensions of
social engineering, including the manipulation tactics most commonly used against young people [41].
Educational resources designed specifically for parents, such as those provided by organizations like the National
Cyber Security Alliance and the Internet Keep Safe Coalition, can help families engage productively with these
topics.

VIIL Institutional and Policy Responses

Effective institutional responses to social engineering threats require coherent policy frameworks that
address prevention, response, and recovery [42]. School policies should clearly define acceptable use of digital
resources, establish procedures for reporting suspected social engineering incidents, and outline the support
available to students who have been victimized. Training programs for educators and school staff—who
themselves may be targeted as vectors for attacks on students—are an essential component of institutional
preparedness. Incident response planning is particularly important, as rapid and appropriate institutional responses
to social engineering incidents can significantly limit their impact [43]. Schools should have clear protocols for
responding to account compromises, data breaches, and other security incidents, including communication
strategies that provide affected students and families with timely and accurate information without creating
unnecessary alarm or stigmatization.

Legislative and regulatory frameworks governing cybersecurity education and student data protection
provide an important backdrop for institutional responses to social engineering. In the United States, the
Children’s Online Privacy Protection Act (COPPA) and the Family Educational Rights and Privacy Act (FERPA)
establish baseline protections for student data, while various state laws address cyberbullying and online
harassment [44]. The European Union’s General Data Protection Regulation (GDPR) similarly provides
protections relevant to the educational context. However, legislation alone cannot address the human factors that
make social engineering so effective; it must be complemented by robust education and awareness initiatives.
International bodies such as the International Telecommunication Union and the European Union Agency for
Cybersecurity (ENISA) have developed frameworks and resources specifically addressing the cybersecurity needs
of young people [45, 46]. These resources provide valuable guidance for national and local policy development,
offering evidence-based recommendations for integrating cybersecurity education into school systems.

Effective responses to social engineering threats targeting adolescents require collaboration among
multiple stakeholder groups, including schools, families, technology companies, law enforcement, and civil
society organizations [48]. Technology companies, in particular, bear significant responsibility for designing
platforms that minimize exploitation opportunities, provide effective reporting mechanisms, and respond
promptly to cases of social engineering and related harms on their services. Industry-education partnerships can
support the development of relevant, up-to-date curriculum materials and provide students with authentic
cybersecurity learning experiences.

VIII. Emerging Threats and Future Directions

The rapid development of artificial intelligence technologies is dramatically expanding the capabilities
of social engineers and creating new challenges for protection efforts. Al-powered tools now enable the generation
of highly convincing deep fake audio and video content that can be used to impersonate trusted individuals, the
automated crafting of personalized phishing messages at scale, and the creation of highly realistic fake social
media profiles [49]. For high school students who rely heavily on video and audio communication through
platforms like Snapchat and Discord, Al-generated impersonation attacks represent a particularly significant
emerging threat. Large language models and other generative Al systems can also be used to produce flawless,
contextually appropriate social engineering content at minimal cost, removing previous barriers to entry in terms
of linguistic skill and knowledge of the target. This democratization of social engineering capabilities means that
the threat landscape for adolescents is likely to become significantly more challenging in coming years, placing
additional urgency on the development of robust awareness and resistance skills.

Despite the growing recognition of social engineering as a critical threat to adolescents, the academic
literature on this specific population remains relatively sparse. Future research is needed to better understand the
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specific mechanisms by which different social engineering techniques affect adolescents at different
developmental stages, the relative effectiveness of different educational and prevention approaches, and the long-
term consequences of victimization on academic outcomes, psychological health, and future security behaviors
[50]. Longitudinal studies tracking cohorts of students through their high school years would be particularly
valuable in illuminating these dynamics. Research is also needed on the specific vulnerabilities created by
different digital platforms and communication modalities, the role of cultural and socioeconomic factors in
shaping social engineering vulnerability and resilience, and the development of validated assessment tools for
measuring students’ social engineering awareness and resistance skills.

IX. Synthesis of Findings

The evidence reviewed across the preceding sections converges on a coherent and troubling picture: high
school students are not merely incidental targets of social engineering but constitute a structurally vulnerable
population whose exploitation is, to a meaningful degree, predictable and preventable.The synthesis of findings
from cybersecurity, developmental psychology, criminology, and education research reveals that vulnerability in
this demographic is not simply a function of ignorance—although gaps in awareness are significant—but rather
reflects a more fundamental interaction between the psychological characteristics of adolescence, the social
architecture of digital platforms, and the persistent inadequacy of institutional responses.

A central theme emerging from the literature is what might be termed the vulnerability paradox of
digitally native adolescents. Young people who have grown up immersed in digital technology often exhibit high
levels of confidence in their online competencies, yet research consistently demonstrates that this confidence is
poorly calibrated with respect to social engineering threats specifically]. The mechanisms underlying this paradox
are important for intervention design: if students are approached as naive users requiring only basic education,
programs may fail to engage their self-concept as capable digital actors. More effective interventions may be those
that reframe social engineering awareness not as remediation of ignorance but as the cultivation of a higher-order
critical skill—one that challenges rather than contradicts students’ sense of themselves as digitally sophisticated.

The psychological vulnerability factors identified in Section 4 deserve particular emphasis in this
synthesis. Adolescent brain development, with its characteristic prioritization of social rewards and reduced
capacity for deliberative risk assessment, creates conditions that are inherently exploitable by social engineering
tactics. This neurobiological dimension of vulnerability is frequently absent from cybersecurity education
frameworks, which tend to focus on behavioral habits and procedural knowledge rather than underlying cognitive
mechanisms. A more scientifically grounded approach would incorporate insights from developmental
neuroscience and behavioral economics to design interventions that work with, rather than against, the cognitive
architecture of the adolescent brain.

The documented impacts reviewed in Section 5 further underscore the stakes involved. The convergence
of academic, psychological, and social consequences associated with social engineering victimization suggests
that the harm is not merely transient inconvenience but can produce lasting developmental disruption. Particularly
concerning is the evidence linking online victimization—including sextortion and account compromise—to
severe psychological sequelae in adolescents. These findings reinforce the argument that social engineering
directed at high school students should be treated as a serious safeguarding concern, not merely a technical security
issue, and that institutional responses must be correspondingly comprehensive.

From a theoretical standpoint, the findings of this review call for a more integrated conceptual framework
for understanding social engineering vulnerability in adolescents. Existing theoretical models of susceptibility—
including the Heuristic-Systematic Model applied by Vishwanath et al. [33], the persuasion-based framework of
Wright et al., and the social cognitive approaches of Williams et al.—were largely developed and validated in
adult organizational settings. Their direct applicability to the adolescent context requires careful examination and
likely significant modification. The present review suggests that a comprehensive theoretical model of adolescent
social engineering vulnerability would need to integrate at least three distinct analytical levels: the individual level
(developmental stage, digital self-efficacy, personality, and cognitive processing), the social level (peer influence,
trusted relationships, and victimization consequences), and the environmental level (platform design, institutional
context, and sociocultural norms around privacy and digital trust).

For educational practitioners and institutional policymakers, the findings of this review carry several
concrete and actionable implications. First, cybersecurity education for high school students should be
conceptualized as a core competency embedded across the curriculum, rather than treated as an isolated technical
module or a periodic awareness campaign. Second, the evidence strongly supports the adoption of experiential
and simulation-based pedagogies in social engineering education. Third, the reviewed evidence consistently
highlights the importance of parental engagement as a protective factor, yet intervention programs rarely address
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families systematically]. Finally, the policy environment must evolve to better support institutional responses to
social engineering targeting adolescents.

Several limitations of the present review merit acknowledgment. Most importantly, the empirical
literature specifically addressing social engineering and high school students remains relatively limited in depth
and scope. A substantial proportion of the studies cited were conducted with adult samples—typically university
students or organizational employees—and the generalizability of their findings to secondary school adolescents
must be treated with appropriate caution. Additionally, the majority of existing empirical research has been
conducted in Western, high-income country contexts, and there is limited evidence regarding how cultural factors,
socioeconomic conditions, educational system characteristics, and varying levels of technological infrastructure
interact with social engineering vulnerability in diverse high school populations globally. Furthermore, the rapid
evolution of social engineering technology—particularly the integration of generative artificial intelligence
tools—means that some findings cited in this review may already be partially outdated with respect to the
contemporary threat landscape.

X. Conclusion

Social engineering represents a profound and growing threat to high school students, one that exploits
the distinctive psychological characteristics of adolescence, the patterns of digital engagement that define teenage
life, and the gaps in cybersecurity awareness that persist in many educational systems. The impacts of social
engineering victimization—spanning academic performance, psychological well-being, and social
relationships—underscore the urgency of developing more effective responses to this challenge. This article has
examined the nature of social engineering attacks targeting adolescents, the psychological vulnerabilities that
make this population particularly susceptible, and the documented consequences of victimization. It has also
reviewed the evidence base for preventive interventions, highlighting the importance of comprehensive
cybersecurity education, critical thinking development, parental engagement, technical safeguards, and coherent
institutional policies.

The findings of this review point to several key principles that should guide efforts to protect high school
students from social engineering. First, effective protection requires a multi-layered approach that addresses both
the human and technical dimensions of security. Second, education and awareness programs must be grounded in
an understanding of adolescent psychology and the specific characteristics of contemporary social engineering
attacks. Third, schools, families, technology companies, and policymakers must work collaboratively to create an
environment in which young people have the knowledge, skills, and support systems needed to navigate digital
spaces safely. As social engineering techniques continue to evolve—driven by advances in artificial intelligence
and the ever-expanding digital footprint of adolescents—the challenge of protecting high school students will only
intensify. Meeting this challenge requires sustained commitment from all stakeholders: researchers advancing our
understanding of the threat and effective responses; educators integrating security awareness into the curriculum;
parents maintaining open dialogue about digital safety; technology companies designing safer platforms; and
policymakers establishing frameworks that support comprehensive, evidence-based protection. The digital safety
of the next generation depends on the collective effort to rise to this challenge.
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