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Abstract

Fraud is a growing concern in moderorganizations, particularly within the banking sector, due to its
infrequent yet highly impactful occurrences. Detecting and predicting fraud can be challenging, and its
presence poses a serious threat to an institution's objectives and continuity. llaigditgolays a critical role

in identifying and mitigating such risks.

The primary aim of this study was to assess the role and effectiveness of internal audit in preventing and
detecting fraud in the banking sector. To achieve this, a questionnaireistidlsutied to all banks operating in
Portugal and authorized by the Bank of Portugal. The collected data was carefully analyzed to draw meaningful
conclusions.

Results revealed that most respondent banks had-deftled audit plans to address fraud thieat
acknowledging the significance of this industpecific risk. Despite these preparedness efforts, the head of
internal audit displayed only moderate confidence in effectively combatting bank fraud.

In conclusion, the study demonstrates that internalitagontributes significantly to fraud prevention and
detection in the banking sector. Nonetheless, it also emphasizes the need to overcome existing limitations and
implement improvements to enhance the effectiveness of internal audit in dealing withBfyadding so,
banking institutions can proactively safeguard their interests, ensuring the trust of stakeholders and bolstering
financial security.
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I.  Introduction
The threat of fraud has always been a concern in organizations, which seems espgaéint in the banking
sector, the introduction of internal audit is always easier to detect.
However, the prevention or detection of fraud is also an increasingly sensitive issue that takes different forms. It
is a tool used to commit fraud. werensidered difficult and significant to investigate within this study.
Being a timeless topic, this research provides more information on the O topic from a scientific perspective.
This work may encourage new studies involving other industries or digsplihaims to generate academic
debate and raise awareness of this very sensitive topic. In the banking sector in particular, it is hoped that the
results of this study will contribute to reflection and the possibility of improvement.

Object

It is Goals from the investigation

The research topic of this paper was fraud and audit intervention as a means to prevent and detect fraud in the
Portuguese banking sector. In this sense, the main objective of this work was defined to understand the role of
internalaudit to the detection and prevention of fraud in the Portuguese banking system. In accordance with this
objective, the following questions were asked:

A Are banks and internal controls aware of fraud ri sk
A Who are the main facilitators of the frauds?

Als internal audit actively involved in fraud prevention and detection?

A Your internal auditors are properly prepared Preven

Methodology in Investigation

As a result of the method used, the literature on the functionimgeshal audit in the banking sector
was analyzed and the most important types of fraud known in this field were studied. To find out the internal
audit paper, he applied one quiz in the field, whose universal analysis you, internal bank auditors, thirst
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effectively in Portugal, in accordance with the information available on the website of the Bank of Portugal. A
guestionnaire consisting of 22 closed questions was applied from the Internet (quantitative method), which was
the data processed with Micros&fkcel.

THEORETICAL FRAMEWORK
internal audit

At this point, some general concepts about Internal Audit will be presented, as well as you aspects more relevant
at what concerns The function in Internal audit at the sector Bank officer.

Evolution in internal audit

In China, Egypt This is in ancient Babylon, another historical information, earlier practices that showed
concern in management This is what if we remember Inspection procedures, namely taxation This is the
inspection of warehouses of thegphohs 4000 BC. (Costa, 2017). Also another Ramamoorti (2003), they are
referred to in biblical procedures introduced between 1800 BC. and 95 comparable to internal control,
separation of duties This is a limitation of the availability of human resouncefaud without intention. But
already in 1314, the position of auditor appeared in England, in this case the auditor of the treasury, whose
purpose was to develop and implement a system of control of government expenditures. (Alves, 2014). With
that, hovever, he had a break in the middle of the 19th century, The Industrial Revolution, It is the result of
changes in the process that produces It is in the economic world, the requirement Implementation in systems in
internal management It is the accountirfgpoocedures more effective (coast , 2017), which the review once
found crucial for its development. In the first phase, the verification focused mainly on fraud detection, but as an
anonymous passport for associations. To win in a legal company, emeaesgonsibility for the security of
financial information transmitted to investors, shareholders or the state. (Silva, 2012), If on Tarkastus takes one
piece of paper for relief when auditing the company's accounts. After the New York Stock Exchangé crash
1929, investors learned the importance of auditing. the requirement Implementation in systems in internal
management It is the accounting of procedures more effective (coast , 2017), which the review once found
crucial for your development. In the firphase, the verification focused mainly on fraud detection, but as an
anonymous passport for associations. To win in a legal company, enters the responsibility for the security of
financial information transmitted to investors, shareholders or the €8dte, 2012), If on Tarkastus takes one
piece of paper for relief when auditing the company's accounts. After the New York Stock Exchange crash of
1929, investors learned the importance of auditing. the requirement Implementation in systems in internal
management It is the accounting of procedures more effective (coast , 2017), which the review once found
crucial for your development. In the first phase, the verification focused mainly on fraud detection, but as an
anonymous passport for associations. Tio im a legal company, enters the responsibility for the security of
financial information transmitted to investors, shareholders or the state. (Silva, 2012), If on Tarkastus takes one
piece of paper for relief when auditing the company's accounts. AftelNéw York Stock Exchange crash of
1929, investors learned the importance of auditing. the verification focused mainly on fraud detection, but as an
anonymous passport for associations. To win in a legal company, enters the responsibility for theadecurity
financial information transmitted to investors, shareholders or the state. (Silva, 2012), If on Tarkastus takes one
piece of paper for relief when auditing the company's accounts. After the New York Stock Exchange crash of
1929, investors learned themportance of auditing. the verification focused mainly on fraud detection, but as an
anonymous passport for associations. To win in a legal company, enters the responsibility for the security of
financial information transmitted to investors, shareholderhe state. (Silva, 2012), If on Tarkastus takes one
piece of paper for relief when auditing the company's accounts. After the New York Stock Exchange crash of
1929, investors learned the importance of auditing.

Computing data, thus developing the rudesl practices of auditing economics. (Dalmolin, A., 2014).
In 1934, he founded the Securities and Exchange Commission (SEC), which set new goals. According to
Moeller (2009), external auditors need the help of internal auditors. In this developmeimpioitant to have
someone internal to support and support the investigations of the external inspectors. The principles of internal
auditing are beginning to take shape. In the beginning, mainly to support the activities of auditors as a financial,
foreign company. It began its activities with consolidation since 1941, when the Institute of Internal Auditors
(I1A) was founded, a body that takes for global internal auditing activities. (IIA website). According to the IIA,
the practice of internal audit togdace Understandable as one profession, including The agreement between
your professionals The internal audit paper This is the basis of your concept and principles. He received his first
instructions on how an internal audit should work from the 19470&taration of the Internal Auditor, which
defined the scope of an internal audit when it focused primarily on financial matters. The Internal Audit
Accountability Report was updated and expanded in 1957, when it transferred several services to management.
The Statement of Responsibilities of Internal Audit was further revised in 1976, 1981 and 1990 to reflect
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developments in the internal audit profession. However, the IIA published the first Code of Ethics in 1968,
formally adopted the first Internal Audgtandards (Standards) in 1978, published the Professional Framework

of Practices in 2000, and the International Framework of Professional Practices in 2009. ), as a conceptual
framework that organizes the guidelines given by the lIA. A global set ofsst@sthat guides IlA internal audit
professionals worldwide with binding guidelines and recommendations. According to Morgan (1979), internal
audit was historically and for a long time the number one operational control recognized as necessary by the
"police organization" within organizational control, but considered "secondary" to control. achievement of the
main objectives of the company However, the development of world business among many different
stakeholders has on the contrary increased demandsnahtaudits have become an important part of the
management of the operations of many companies, which proves to be essential to help. Organization To
achieve its goals with one approach to systemEvaluation is disciplined It is to improve the effextdighes

risk management, control and management process. Chart 1 highlights this progress based on the evolution of
the audit concept itself. Internal according to 1A (I1A website):

Frame 1.1Evolution of concept of audit

1947 /A audit internal treat mainly in questions accounting It is financial, but also he can deal with in questions of ope
nature.

1957 Internal auditing is an independent assessment activity within the scope of an organization for the reviemtrig
financial and others.

1971 /An internal audit It is one activity in assessment independent at the scope in one organization for the revision ¢
operations as a service The management.

nineteen Internal audit is an independent assurafucetion established in the scope in one organization for to examine

ninety assess your activities as one service The organization.

2000 Internal auditing is an independent, assurance and consulting activity, designed to add value and ir
organiation's operations. It helps the organization to reach its objectives, through a systematic approach It is ¢
at assessment It is improvement from the efficiency of the Law Suit in management in risk of control and gove!

Source:website ofthe 11A
Goals It is responsibilities from the internal audit

As mentioned in the previous point, internal auditing is currently defined by The IIA (2000) as:

ffan i ndependent, assur ance anMisBhdteimprove the opecationsvofany de s i
organization. It helps the organization to reach its objectives, through a systematic and disciplined approach, for
evaluating and improving the effectiveness of the processes of management of risk of cogfrolanelr nance. 0
For Morais and Martins (2013:129), internal auditing
the entity (...) based on risk assessment, which verifies the existence, compliance, effectiveness and optimization

of internal contols and processes of Governance, helping it to fulfill its objectives. That is, to reach The audit
objective internal, the auditor should:

A To assess the system in Internal Control;

A Verify the existence of c o nrm thairladequéte accounting as svellfag gu ar d
physical inventory and analyze the conditions of their use;
A Guarantee the reliability of the information syste
concerned on time right;

To s ec ur ganizatibraftllows itserooedures, standards It is policies stipulated for the direction
through operational controls;
Must have the ability to implement procedures that can detect fraud, error, or ineffective practices, must be
independent withintheorgai zat i on, and must report directly within
related to the need for owners and investors to verify the economic and financial performance of the companies
to which their capital i respedtitor frawad t thee cdadditor doés mat haveAprimary 2 0 1 2 )
responsibility for detecting fraud, but your role is to ensure adequate and robust audit procedures are in place to
ensure that there is no bias or fraud. there is. Also, when under stress, the mecbamemipulation from
information are discovered, often leading to deviations from one's control or to the same internal or external
stunts, making fraud difficult to detect if, the risk of auditor failure increases. Detect specific fraud cases (Lopes,
2019).

An internal audit at the Sector Bank officer

Below are key aspects and key requirements of the internal audit function of several regulatory bodies,
notably the EBA. The BCBS Portuguese bank. Of course, financial activities, including bankingghdye hi
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regulated activities in which internal audit plays a particularly important role. By the way, the banking sector is
one of the sectors where internal audit is essentially a mandatory function due to its own regulations, and
internal audit may also perm an integrated What if for each function specified in internal control. Is required.
Consider compliance and risk management functions. It is legitimate to argue that this mode of internal auditing
is commonly known as a management function that hgsi@d importance and obligations in the regulated
sector or financial sector. Subject to its own regulation following various guidelines, it is tasked, among other
things, with checking whether the entity meets the assumptions of effectiveness andcgffanid to what

extent internal controls ensure safety. . Goal achievement. Internal Audit, contrary to what he thinks no, has a
detective function, but a preventive function, ensuring that vulnerabilities are monitored until hours far away
from the institition, and for risk mitigation. We work with organizations (Lopes, 2019). According to the
Chartered Institute of Internal Auditors (CIIA) (2017), the internal audit function can inform management of the
major flaws it finds. but a preventive function, arieg that vulnerabilities are monitored until hours far away
from the institution, and for risk mitigation. We work with organizations (Lopes, 2019). According to the
Chartered Institute of Internal Auditors (CIIA) (2017), the internal audit functionnfarm management of the

major flaws it finds. but a preventive function, ensuring that vulnerabilities are monitored until hours far away
from the institution, and for risk mitigation. We work with organizations (Lopes, 2019). According to the
Charterednstitute of Internal Auditors (CIIA) (2017), the internal audit function can inform management of the
major flaws it finds.

European Banking Authority

The European banking sector is supervised and regulated by the European Banking Authority (EBA),
which is responsible for maintaining financial stability in the European Union. The System European Financial
Supervisory Board (ESFS) is made up of three supervisory bodies, including the EBA, the European Values
Authority Securities and Markets (ESMA) artketEuropean Insurance and Pensions Authority Complementary
in Remodeling (EIOPA). Despite its independence, it is accountable to the Council of the European Union, the
European Parliament. European Commission. This body protects and ensures the preipeinfuraf the
internal market by stipulating a certain level of stability, harmonization and regulation. Its main focus is to
create a set of standards for the banking sector across Europe. This introduces standards based on harmony and
prudence that coribute to a level playing field and protection of depositors. Nevertheless, regularly assess the
risks associated with vulnerabilities in the bank staff department. The EBA, pursuant to Directive
2006/43/EC16, has clarified that it must be responsiblenfanaging the effectiveness of the internal control
system and for managing risks in auditing all committees. To ensure your oversight by the internal audit
department, it leads to regular reassessments related to accounting principles. That's the.ddénig®ds to
consolidate financial information. It is the Commission that must make recommendations to ensure this. Ensure
the independence and responsibility for the selection of the Statutory Auditor (ROC) or Society of Statutory
Auditors (SROC) and ftow the legal review process for proven financial liabilities, but verify scope and
periodicity is needed. 2. O EBA/GL/2017/11 of 21 March 2018 (Guidelines submitted to Internal Government)
The functions described in Internal Audit (FAI) existing withire tAgency shall be carried out by persons
delegated after appointment. managed. Departments must be independent of the activities they carry out. Audit
It enjoys authority It's a resource. You her your staff must be familiar with the role and must baaecss to
all agency records, documents and buildings. FAI independently prepares organizdéicand subcontracted
activity assessments to ensure compliance of all activities under the risk approach. Autonomous in policies,
choices and internal contsp but must report to governing bodies. Accountability for its responsibilities,
evaluation of the governance framework within its adequacy, adherence to legally compliant procedures, their
adequacy and correctness of their implementation, and the riskgemment function and compliance A
standard whether verification is appropriate to report on established matters. Evaluate suitability, whether risk
mitigation is properly implemented and its assessment. Subsequent recommendations are monitored to ensure
timely resolution. In less than one cycle per year, he has to develop an internal revision apartment, which is the
basis for all revision work, and this plan must be approved by the auditor. management. Accountability for its
responsibilities, evaluation dhe governance framework within its adequacy, adherence to legally compliant
procedures, their adequacy and correctness of their implementation, and the risk management function and
compliance A standard whether verification is appropriate to reporttabliseed matters. Evaluate suitability,
whether risk mitigation is properly implemented and its assessment. Subsequent recommendations are
monitored to ensure timely resolution. In less than one cycle per year, he has to develop an internal revision
apartnent, which is the basis for all revision work, and this plan must be approved by the auditor. management.
Accountability for its responsibilities, evaluation of the governance framework within its adequacy, adherence
to legally compliant procedures, theadequacy and correctness of their implementation, and the risk
management function and compliance A standard whether verification is appropriate to report on established
matters. Evaluate suitability, whether risk mitigation is properly implemented sragsessment. Subsequent
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recommendations are monitored to ensure timely resolution. In less than one cycle per year, he has to develop
an internal revision apartment, which is the basis for all revision work, and this plan must be approved by the
auditor.management. their adequacy and correctness of their implementation, and the risk management function
and compliance A standard whether verification is appropriate to report on established matters. Evaluate
suitability, whether risk mitigation is properlyjnplemented and its assessment. Subsequent recommendations
are monitored to ensure timely resolution. In less than one cycle per year, he has to develop an internal revision
apartment, which is the basis for all revision work, and this plan must be apjpottesl auditor. management.

their adequacy and correctness of their implementation, and the risk management function and compliance A
standard whether verification is appropriate to report on established matters. Evaluate suitability, whether risk
mitigation is properly implemented and its assessment. Subsequent recommendations are monitored to ensure
timely resolution. In less than one cycle per year, he has to develop an internal revision apartment, which is the
basis for all revision work, and this plamust be approved by the auditor. management. he has to develop an
internal revision apartment, which is the basis for all revision work, and this plan must be approved by the
auditor. management. he has to develop an internal revision apartment, whielésis for all revision work,

and this plan must be approved by the auditor. management.

Basel Committee on Banking Supervision

Established in 1974 by the central banks of the Group of XQ0{Ccountries, the Committee on
Banking Supervision (BaseCommittee on Banking Supervision) established many different institutions in
banking supervision with the goal of making banks sounder. It's integrated. system financially.
The first conference he held in 1975, later began issuing a report on the prdfgbas&king supervision. A
Concordat was also issued defining the rules for the development of the Commission and establishing the
principle that all banks should be subject to external supervision. That's what proper supervision should be.
3 I n Jutntke 2BARS i ssued a document entitled Alnternal
principles regarding the role of internal audit in banks. They are primarily related to organizational and
operational aspects of the internal audit function, as sanmed in Table 1.2.

Frame 1.2rganization It is operation from the function in internal audit

Principle 1 A function in effective internal audit provides guarantees indepentienimanagement on the quality
effectivenes®f systems and processes for internal control, management risk management and bank g
helping management to protect the organization and its reputation.

principle2 'The bank's internal audit function should be independent of the activitieedautlis you auditors internal play
our assignments with objectivity.

Principle 3 Professional competence, in individual and collective terms, is essential for the efficiency of the function
internal audit of Bank.

Principle 4 'You internal auditcs must act with integrity.

Principle 5 O Bank he must dispose in one regulation in audit what articulate O goal, The permanence It is the auth
function of internal audit.

Principle 6 IAll to the activities (including to the subcontractorsislall to the entities of Bank must fit at the global scopg
from the internal audit function.

Principle 7 'The scope in applicatiof activities from the function in internal audit he must to secure adequate cove
matters of regulatory interest withthe scope of the flat of audit.

Principle 8 'The Bank must have one function in audit internal permanently.

Principle 9 Bank management has ultimate responsibility for ensuring that senior management establish It is Keep (

in control adequatimternal, effective It is efficient
It is, consequently, he must support The function in audit internal at the exercise of your functions effecti

Principle 10 O committee in audit, or O your equivalent, he must supervise The function ifmnsigttthe bank.

Principle 11 'The head of the internal audit department should be responsible for ensuring that the department adhe
internal auditing standards and a relevant code of ethics.

Principle 12 IA function in audit internal he mubge responsible in all for the questions related to the performance of you
mandate.

Principle 13 The internal audit function must independently evaluate the effectiveness and efficiency of systems and
for internal control, risk management and/gmance.

Principle 14 /A management in each Bank inside in one group he must to secure what: (i) The Bank he has Your ow

in internal audit, what he must to present one report to the group bank or the head of internal audit of tf
company or (ii) the function of internal auditing of the banking group or holding company performs actiy
internal audit of sufficient scope in Bank.

Principle 15 Regardless of whether internal audit activities are subcontracted, the board of dimdiorses to be responsi
for the internal audit function.
Principle 16 'You supervisors must have one regular communication with you auditors internal of Bank.
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Principles 17 to 20 relate to the regulator's assessment aftémeal audit function, ie, the competence and
power of the bank's internal audit function and the agreement on sound principles that the bank is implementing.
Communication This is a matter of fixing possible identified deficiencies.

Bank from Portugal (BdP)

Banco de Portugal is the central bank of the Portuguese Republic and has jurisdiction under its Basic Law. It is
part of the European Central Bank System, Single Supervisory Mechanism and Single Settlement Mechanism. It
is part of the Euro system, veh consists of the national banks of the Eurozone. For the Central European Bank
(ECB). It acts as a state intermediary in financial relations.

It is responsible for micro prudential and behavioral monitoring of credit agencies. With respect to supervisio
their powers are exercised within the framework of supervisory mechanisms. It is your office that regularly
facilitates and inspects the operation of the system for payment transactions. Being the exchange rate authority
of the Portuguese Republic, weroduce currency, exchange rates and financial statistics. Banks are
consolidating a single resolution mechanism. So, it is a national resolution agency. It is therefore responsible for
ensuring bank resolution in crisis situations in case of bankruptcym@suting a stable environment. In July

2020 Banco de Portugal published Communication No. 3/2020. It regulates governance and internal control
systems and defines the minimum standards by which the cultural organization of a company is subject to
bankingsupervision in Portugal. It is The Instruction No. 18/2020, which regulates reporting duties regarding
conduct and organizational culture It is to the systems of government It is internal control. In this scope Of Bank
in Portugal lays down what the intaetraudit he has a responsibility to examine It is to agbesadequacy It is

The efficiency from the organizational culture It is of the systems in governance and internal control of
institution. To this end,

The flat multiannual in actions in audit incles one description of the means materials, technical and human
resources required to ensure a comprehensiveprishted review of all to the activities, systems It is Law Suit

from the institution, with View The to assess globally the adequacy aadtieéiness of the organizational
culture, internal governance structures and the system in internal control of institution, within an appropriate
time horizon.

Internal audit issues recommendations based on the results of the assessments carriegroatdtirig one
continuous followup of shortcomings identified, with Frequency appropriate to the associated risk, in order to
guarantee that the measures aimed at its correction they are adequate antnfheehented.Your organs
administration It is iroversight ensure what:

A The internal audit function develops its activity
auditing recognized and accepted at International, namely what for each assessment is outlined one program
what defineghe audit objectives, the criteria for evaluating the adequacy of specific policies, procedures and

i mpl emented controls by institution It is It is elabc

Annually approve O Flat in O year atdrction. The suitability of mulyear plans is then considered.

A Deficiencies and resulting recommendations ident.i
governing bodies, and subject to ongoing monitoring by internal audits. lavém@ of an event that may
compromise the independence of the audit, the governing body is responsible for implementing corrective
action. The adequacy and effectiveness of the internal audit function are subject to independent assessments
performed peridically by an external agency at least every five years.

The Fraud

Fraud is any willful, unlawful, dishonest and punishable act for personal gain or harm to a third party.
Deception is a deliberate and deliberate escape from the truth that disredadaothe interests of others.
According to Roque (2013), in business, fraud can be assumed to be a deliberate act or omission intended to
deceive another person, resulting in loss to the vi
Standard for Auditing (ISA) 240 states that fraud is "a willful act committed by one or more persons of
management, those responsible for corporate governance, employees, or third parties, Including the intentional
use of falsehood to produce an unfair resul 6 The same rule distinguishes
financial statements and classification as fraud or error, whether your actions are intentional or unintentional,
improper appropriation of active documents, whether it is improper appropyiatippression or omission.
Misuse of Policy Accounting, Lopes, (2019) . Fraud is intentionally distinguished from "mistakes". Errors are
distortions caused by unintentionally doing unnecessary things, such as: B. Failure to Recognize Amounts in
Financial $atements. Among the errors that may exist, we can point out:
A Errors in data collection or processing.
A lnaccuracies in pro forma accounting.

A The principle of application is wrong he it is a st

f

C
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A Misinterpretation of variation assets

It is not always easy to prove that the above situations happened unwittingly by chance. It is essentially
completely negligent. Fraud, however, is deliberate and deliberate and results in, among other things, distorting
financial reports, manipulatingpduments, and manipulating or omitting transactions. Fraud features include:

A Falsification, falsification, falsification of docu
A I mproper diversion of assets.

A Fraudulent accounting.

ATransactions registered without proper supporting documentation.

A I mproper accounting practices

So, as above, it's the purpose of the behavior that can define whether it's a mistake or a cheat. That is, there are
mistakes that, although in an unconssidorm, cause problems if detected. Consequences if done intentionally
as these are already considered scams.

A Typology from the Fraud

According to Lopes (2019), two types of fraud can be distinguished in a business context:

A Organized Fnmited dfor thé& bemefid of the organization itself. Regulations between
organizations and others, such as financial demonstration distortions, misrepresentation rates for regulators, etc.

A Corporate Fraud: Wh a t was donent, ¢mbezzalement, defawt mpha ny . I
others.

The following points describe some types of fraud and how they are evaluated according to different models.

Triangle from the Fraud

According to Hencsey (2016), the Donald Cressey cheating triangle is one ekplanatory models of
motivation from cheating occupational practices.

Cressey researched his 120 inmates detained for-adlige crimes in the United States between 1950 and
1953, and from this research he found that to prevent such crimes from agcherihad three concluded that
three elements (pressure, opportunity, rationalization) are necessary.

Figure 2.1The Triangle from the Fraud

Oportunidade

Pressio/ Incentivo Atitude/ Racionalizagiao

Source own elaboration

First, there is the existence of "pressure”. It is the pressure that leads to fipaoblams by the
standards. The rationalization used after the "opportunity" of the position she occupies within the entity that
creates the opportunity to commit fraud serves as a justification to refute the view that the behavior is criminal
or even ingpropriate (Schuchter and Levi, 2013; Wells, 2017)).

Dellaportas (2013) highlights the incentives that exist for the occurrence of illegal acts called pressure.
Pressure is essential to understanding the occurrence of fraud due to unshared issues.tf@n hiaedy
rationality may be sufficient that no such act has occurred, but opportunity prevention is not sufficient.
Dellaportas believes that the types of pressures that lead authors to commit fraud are financial hardship, vice,
work-related attrition, ad the desire for wealth. One of the key issues for the analysis of O Triangle from the
Fraud, Second Fountain (2017) is the control error associated with the range of possibilities. The fact that no
fraud has occurred is no guarantee that fraud will wouoin the future. Therefore, it is very important for
authors to assess the potential for prevention.

For Hall (2011), fraud ratings improve when viewed as factors in the fraud triangle. As such, the
authors rely on a list of questions to highlight agiale. CEO, does he have abnormally high personal debt? Do
your key executives seem to far outstrip your earnings? Are your key leadgmnéroom players? Do your
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key executives appear to abuse alcohol or drugs? Is the economic situation in your tohmpaci or area of

activity unfavorable? What? Do key executives have relationships with suppliers? Is the company experiencing
rapid turnover of key employees? Is it right to resign or not to renew the contract? One or two Do people control
the com@any? These questions allow you to assess the risk of fraud. This can be used as a forecasting tool (Fig.
3.2).

Figure 2.2Conjugation in Forces of Triangle of Fraud

~— Fresaum Cipporturity

Opparhrity o ,-'-.III
‘l \l | h

'|l|'I Fraud

Efics

Eihics
Source:Hall, 2011

The trianglefrom deception, he was admired by many. It will be adopted by international bodies until it is
adopted, but it has also been subject to criticism prompting the emergence of new approaches such as diamonds
from fraud.

Diamonds from fraud

Wolfe and Hermanso (2004) suggest that personality traits and skills contribute to the likelihood of
committing fraud. The authors therefore argue that the fraud triangle is incomplete and requires a fourth
component: the ability to improve fraud prevention and detecGompetence refers to a person's ability to
perceive an opportunity and seize it. Because many of these behaviors only occur when a person has certain
resources.

With this in mind, these two authors believe that these four elements of his (incentivegurmipes,
rationalizations, and abilities) can create mechanisms to anticipate and prevent fraud.




American Journal of Engineering 2023

Figure 2.3Diamond of Fraud

Pressio/ Incentivo Oportunidade

Atitude/ Racionalizacio Capacidade

Source:own elaboration

The cheating diamond was born to explaiiman thinking. So when an employee wants or needs to
cheat, there is an incentive and a vulnerable system arises as an opportunity to flesh out cheating.
Rationalization is due to the subject believing that the risk taken in performing such an acthigsheort
associated risk. Risks and abilities exist because the person has the necessary skills or qualities to commit fraud.
Although the elements in question may overlap, the fraud diamond highlights the potential for fraud. They are
considered separatelyhen assessing fraud risk (Wolfe and Hermanson, 2004).

The Climbing Fraud

Albrecht, Howe Teryear Romney in 80 of 212 fraud cases analyzed, they concluded. (Mayper, 1985). Thus,
they devised a tool to assess the likelihood of fraud through assessmergssofe, opportunity, and personal
integrity. Replaces Triangle for Integrity type Fraud Rationalization (Maragno and Borba, 2017).

Recognizing the risk of fraud is complex and difficult for concerned writers, but the evidence is in the print, in
the conéxt of what to consider, and in the actions. B. People who live far beyond their means, are heavily in
debt, have close relationships with customers, suppliers, or are dissatisfied with their salaries.

All of the above signs are called red flags (warniigns) in audits (Moreira, 2010). When we speak of
possibility, we are referring to the possibility of realizing the existence of internal void exigtent controls,
whether it is the responsibility of the company or a particular employee. Persogatymefers to the ethical
behavior adopted by each employee (Albrecht et al., 2015).

Figure 2.4Scale from the Fraud

Pressdes Situacionais
i Escala
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Occupational Fraud

Occupational or insider fraud ¢haracterized by the use of occupations for the benefit of men, inadequate use of
resources, or the organization of the Association of Certified Fraud Examiners (ACFE, 2014). This type of fraud
stems from the employee's bad behavior and position withiortaization.

According to the ACFE, he can classify professional fraud into three categories. These are represented by a tree
from fraud, as shown in Figure 3.5.

A I mproper Diversion of Active Voice: Vheft or improp
A Corruption: I'n | egal dealings, it is the wuse of yoc
obligations to the organization.

Fal se Statements: Flagged for falsifying an institu

Figure 2.5Tree from the Fraud

Source: Adapted in ACFE (2020)

Committing workrelated fraud violates the company's professional ethics. Because fraud is always done with
the intention of gaining personfithancial gain and harming the company's employers, especially you, directly

or indirectly. 2009).

According to the ACFE (2008), asset misappropriation is the most common of the three he mentioned above,
with corruption more common than financial reportirad.




